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Pharma Crawling Towards I 4.0
Big Data is Critical to the
Pharmaceutical Industry

IOT can help Pharma in 3 ways
1. Enabling PMS of equipment
2. Controlling Drug manufacturing
equipment
3. Facilitating Supply Chain Monitoring

EVOLUTION FROM I1 TO I4.0

I3

• Third Industrial revolution
• Use of Electronics & IT
• Use of PLCs to automate production
• Continuous processing

I2

• Second Industrial Revolution
• Mass production
• Division of labour
• Use of Electrical energy

I1

• First Industrial Revolution
• Mechanised production driven by steam power

Today

Complexity Levels

I 4.0

• Fourth Industrial Revolution / Cognitive Computing
• Cyber based systems / The digital revolution
• Big data
• Internet of things / Robotics
• AI
• Cloud Computing

Barriers to Implementation
1.Cost
2.Innovation in Pharma Engineering at slow pace
3.Senior Management Commitment
4.Capabilities – mainly on IT front
5.Training
6.Regulatory Challenges
• Regulatory pathways are not defined
• Lack of awareness on how to handle the change by
both industry and regulators
• The need for variation submission

PHARMA 4
What is Pharma 4.0?

It is the convergence of
People
Systems
Data

industrial process to increase

Quality
Productivity
Profit

By using the power of
Advanced Data Analytics

In a typical automated process control (APC) all the machines and equipment – even
individual components within them – are fitted with multiple sensors that are
constantly monitoring
• every aspect of the process eg PAT and
• their own wear and tear.
These ‘self-aware’ components can report on their own condition, indicate how much
useful life they have left, and predict when they’re likely to fail leading to a huge saving
in their down time.

IOT Vs IIOT
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Ensuring the data integrity of cloud service providers
The introduction of cloud services into the GXP environment increases and risk based
analysis needs to be carried out especially w.r.t. data integrity in cloud applications which
is not to be underestimated.
What agreements need to be included in contracts with cloud service providers in order to
ensure data integrity?
The necessity for contractual agreements is laid down in chapter 7 "Outsourced Activities"
of the EU GMP Guidelines as well as in Annex 11 "Computerized Systems" of the guidance.
The following are requirements for contractual agreements between a Regulated User (RU)
and a Cloud Service Provider (CSP) which are meant to ensure the integrity of data (in
motion and at rest). These requirements cannot explicitly be found in the EU GMP
Guidelines, they should however be considered as useful:
 Data transfer should only occur in encrypted form and in a way which ensures that the
data being transferred are complete and unchanged.
 CSP handling sensitive data or data with high availability requirements must have a
certified ISMS (Information Security Management System) in place (e.g. as per DIN
27001).

Ensuring the data integrity of cloud service providers
 CSP handling sensitive data or data with high criticality must submit to
penetration testing in the course of their qualification.
 Sensitive or critical data may only be stored in encrypted (or pseudonymized)
form.
 A deployment model should be chosen based on criticality. Private or
community cloud models should be chosen rather than a public cloud for
sensitive data.
 Sharing data with a third party (e.g. subcontractors), e.g. providing
infrastructure (storage space for backups, redundant computing power, etc)
should be prohibited or dependent on the RU's approval.
 The deletion of data must be fully guaranteed.
 It must be possible to export data in a way that allows RUs to switch CSPs or
get the data back on premise.
 Only a limited, specifically selected and qualified group of people from the CSP
should be able to access the data.
 If data has been encrypted, the key management should lie with the RU.
 The CSP informs the RU about changes which might impact the application or
database. A notification of change with release note is expected, ideally issued
before the actual implementation of the change so that the RU may check the
effects of those changes, if necessary
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MANUFACTURING OPERATIONS …. (PAT)
Part of the control strategy
ICH Q8 identifies the use of PAT to ensure process remains within
established design space

PAT can provide continuous monitoring of CPPs, CMAs, or CQAs
• To make go/ no go decisions
• Demonstrate that the process is maintained within the
design space

CONTROL STRATEGY FOR REAL TIME RELEASE TESTING
for continuous manufacture of a roller compacted product
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www.fda.gov

Registered Continuous manufacturing products.
• Vertex- Symdeko (tezacaftor/ivacaftor and ivacaftor)
• Janssen - Prezista (darunavir) 600-mg tabl

Real time release testing
www.fda.gov

Benefits of RTRT
• Provides for increased assurance of quality
– More process data collected

• Provides increased manufacturing flexibility and
efficiency
–
–
–
–

Shorter cycle time
Reduced inventory
Reduction in end product testing
Reduction in manufacturing cost

• Allows leveraging of enhanced process
understanding
– Corrective actions may be implemented in real time

ANALYTICAL OPERATIONS
RESULTS
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ERP

CHALLENGES
 Establishing the right strategy
& road map
 Validation
 of Equipment
 of Software Systems
 hand shake / linkages
 of Computer
 of Network
 of Users and their privileges
 Robust Validation Protocol

Case Studies
Development : Bio waver using AI

Post approval, manufacturing process change resulted in different
particle size distributions for new API lots as inline milling step
added to crystallization process
Discussions with FDA resulted in the need to do an additional
biostudy ….. Time was running out… clock was ticking
With GastroPlus, modelling and simulation could successfully apply
for a biowaiver by:
 assessing the effects of changes in particle size distribution of
the active pharmaceutical ingredient (API) on its oral
bioavailability
 predicting the virtual bioequivalence between the
formulations made with “new” and “old” API lots

A mechanistic, physiologically-based absorption/PK model was
constructed in GastroPlus and validated across three dose levels (50,
100, and 300 mg) using in vivo data collected from the biostudies of
tablets manufactured with non particle-engineered API.
Parameter sensitivity analysis carried out showed that mean particle
size would be the main property that determines whether
formulations are likely to be bioequivalent, regardless of dose.
Virtual bioequivalence trial simulations showed that, for a
sufficiently powered study, the population-derived Cmax and AUC
values would be bioequivalent between the tablets manufactured
with non particle-engineered (NPE) vs. new particle-engineered (PE)
API, up to 40 μm particle size, regardless of the dose.
FDA approved the biowaver

Similarly there were other case studies / references of Re-engineered
formulations and a successful biowaiver
Mitra et al., AAPS PharmSciTech
2015, 16(1):76

Yanez et al., SOT Annual Meeting
2015, San Diego, CA

Yang et al., Asian J. Pharm. Sci.
2016; Mar 21

Babiskin et al., J. Pharm. Sci. 2015, 104(9):3170

Advancing the Science – Together
Open communication between regulatory agencies,
pharmaceutical companies, universities, and software
providers will help identify new M&S applications:
• Food effect modeling
• Disease state populations
• Oral/non-oral delivery of drug products – virtual BE

FDA is increasing funding to scientists from across the
world to ensure that the regulatory review of new
chemical entities (NCEs) and generic drugs is based on the
best available science
• Other regulatory agencies are also following suite

Automated Warehousing System

Driven by Robotic ASRS
Storage from ground level
Dispensing at Top level
Linked to SAP

Regulatory Challenge :
Meeting Schedule M Requirements

IIOT Case Study

R&D

SMART Tablet Compression System

Qualified with Validated Systems
Regulatory Challenges
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Technology to Remediate Technology
Handshake strengthened and validated
Had to prove data integrity in the retro data generated on the
system
Developed a new technology using specified algorithms to identify
rogue data

Investigate individual rogue data right through to meta data to check
for data integrity
Take suitable action on batches identified having issues with data
integrity
• Product Recall
• Submission Withdrawal

e Documentation and Data Management
Regulatory Challenges
Providing access to the regulatory authority
 Documentation the regulators are entitled to see
 Documentation the regulators are not entitled to see
 Create unique naming conventions to handle masses of data
 Prioritize data that might be requested during an inspection
 The archival process
 What to do when documents are not in the general archives
 Validation of Data Upload
 Validation of Data Download
 Backup & Disaster Recovery
 When does email count as documentation
 If source data is paper that was scanned, what to do with the
originals
 Dealing with more than one “original.”
 System to handle document & data retention

Actions from the regulatory agencies
Faster Drug Approvals Possible as AI Speeds FDA Reviews
Posted April 29, 2019, 2:56 PM
FDA has pilot projects to test ways of automating early-stage review with AI
Agency already prepping ground rules for AI and machine learning in review process
Artificial intelligence should speed up the decade-long process to bring new drugs to the market
as the nation’s top regulators explore methods for automating portions of its reviews.
While the FDA is the shortest leg in the drug review process, regulators are considering the
same AI tools that drug and technology companies are using to improve molecule screenings
and clinical trials,
Sean Khozin, associate director of the Food and Drug Administration’s Oncology Center of
Excellence, said.

ICH Q13 Guideline for continuous manufacturing still being put in place
Final Concept Paper
ICH Q13: Continuous Manufacturing of Drug Substances and Drug Products
dated 14 November 2018
Endorsed by the Management Committee on 15 November 2018
Type of Harmonisation Action Proposed
New Quality Guideline

Balancing Act

REGULATORY CHALLENGES
TECHNOLOGICAL ADVANCEMENT

Thank You
Wish you all a successful Technology Implementation

